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 Homework 2 comments

= You all did as requested. There were some growing pains, which
were mostly my fault.

« The purpose was for you to familiarize yourselves with the tool.

= As a suggestion, I would try different queries if I was you, just to
see how it works.

= Most of you did not use parts of your emails etc. This did not
impact your grade.

= It is useful, though, to try a few things, like in my case: david,
david.modic, modic, modic.david, exeter.ac.uk, ex.ac.uk, cl.cam.ac.uk. ..

= Well done, though!

david.modic@fri.uni-lj.si
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The story s far. ..

= We learned about Ethics in penetration testing.

= We learned about the process of penetration testing — the phases,
the gotchas and the general outline.

= We explored the breach database and connected to a Kali VM.

= Today we will talk about Open Source INTelligence (OSINT)
gathering.

david.modic@fri.uni-lj.si
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Qutline of fhe talk

= A few definitions
= The process

= Practical examples
« Homework

I CAN TRICK ANY Feel |~
cUT oF Hie MoNEY, | WHATS
. A Your
SECRET ?

YouU WANKA
SEE IT ASAINT

Copyright © 2010 Creators Syndicats, Inc.
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Terminology

= We stole the terminology from NATO.

= Or vice versa? Does not mattet.

= Many of the terms are defined in the NATO
Open Source Intelligence Handbook (now declassified,
initially written by my colleague Kieren Lovell).
= https://goo.gl/3E8ZNR (QR is here -> )
= Also on moodle.

Ii] Scan me

david.modic@fri.uni-lj.si
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| Intelligencek

o (Quiz) What 1s SIGINT?
= SIGnals INTelligence. What does that mean?
« Information that is gathered from interception of Signals.

= (Quiz) What kind of intelligence signals are there?

david.modic@fri.uni-lj.si
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| Intelligencek

= (Quiz) What 1s SIGINT?

= SIGnals INTelligence. What does that mean?

« Information that is gathered from interception of Signals.
= (Quiz) What kind of intelligence signals are there?

« COMINT. What does it mean?

david.modic@fri.uni-lj.si
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= (Quiz) What 1s SIGINT?

= SIGnals INTelligence. What does that mean?

« Information that is gathered from interception of Signals.
= (Quiz) What kind of intelligence signals are there?

« COMINT. What does it mean?

« COMmunications INTelligence, that is, analysis of communication between people
(emails, phone, face 2 face, forums, etc).

= ELLINT. What does it mean?

david.modic@fri.uni-lj.si °‘
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o (Quiz) What 1s SIGINT?
= SIGnals INTelligence. What does that mean?
« Information that is gathered from interception of Signals.

= (Quiz) What kind of intelligence signals are there?
« COMINT. What does it mean?

« COMmunications INTelligence, that is, analysis of communication between people
(emails, phone, face 2 face, forums, etc).

= ELLINT. What does it mean?

= Electronic INTelligence, that is the analysis of electronic signals not used in
communication directly (protocols, metadata in various contexts, etc).

david.modic@fri.uni-lj.si °‘
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Intelligence signals continued...

 (Quiz) What kind of intelligence signals are there?
« HUMINT. What does it mean?

david.modic@fri.uni-lj.si
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Intelligence signals continued...

 (Quiz) What kind of intelligence signals are there?
« HUMINT. What does it mean?

« HUMan INTelligence, that is, information gathered from interpersonal contact and
provided by human sources.

= IMINT. What does it mean?

david.modic@fri.uni-lj.si
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Intelligence signals continued...

 (Quiz) What kind of intelligence signals are there?
« HUMINT. What does it mean?

« HUMan INTelligence, that is, information gathered from interpersonal contact and
provided by human sources.

= IMINT. What does it mean?
« IMagery INTelligence — analysis of pictures — photographs, satellite imagery etc.

= MASINT. What does it mean?

david.modic@fri.uni-lj.si
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Intelligence signals continued...

 (Quiz) What kind of intelligence signals are there?
« HUMINT. What does it mean?

« HUMan INTelligence, that is, information gathered from interpersonal contact and
provided by human sources.

= IMINT. What does it mean?
« IMagery INTelligence — analysis of pictures — photographs, satellite imagery etc.

= MASINT. What does it mean?

= Measurement And Signature INTelligence — detection and analysis of signatures of specific
targets (e.g finding out where a server room 1s because of an increased power draw, or
finding where a secret operation 1s taking place because of heavy biometric security
required to enter a drycleaners © ).

= GEOINT and others. Of course there is also OSINT!

david.modic@fri.uni-lj.si a


Presenter
Presentation Notes
https://en.wikipedia.org/wiki/Signals_intelligence


in informatiko

Tntelligence (OSIN'T)
+ (Quiz) What is OSIN'T?
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overt as the opposite of covert.

Media: print, newspapers, magazines, radio, and television from across and between countries.
Online: Internet, online publications, blogs, discussion groups, citizen media (i.e. – cell phone videos, and user created content), YouTube, and other social media websites (i.e. – Facebook, Twitter, Instagram, etc.). This source also outpaces a variety of other sources due to its timeliness and ease of access.
Public Government Data: public government reports, budgets, hearings, telephone directories, press conferences, websites, and speeches. Although this source comes from an official source they are publicly accessible and may be used openly and freely.
Publications: Professional and Academic Publications, information acquired from journals, conferences, symposia, academic papers, dissertations, and theses.
Commercial Data: commercial imagery, financial and industrial assessments, and databases.
Grey literature: technical reports, preprints, patents, working papers, business documents, unpublished works, and newsletters.

https://en.wikipedia.org/wiki/Open-source_intelligence
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Tntelligence (OSIN'T)

= (Quiz) What 1s OSINT?
= Open Source INTelligence. What does that mean?
= Information that is gathered from overt, publicly available sources.

T
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= (Quiz) Does the word ‘open’ refer to open-source in this context?
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Media: print, newspapers, magazines, radio, and television from across and between countries.
Online: Internet, online publications, blogs, discussion groups, citizen media (i.e. – cell phone videos, and user created content), YouTube, and other social media websites (i.e. – Facebook, Twitter, Instagram, etc.). This source also outpaces a variety of other sources due to its timeliness and ease of access.
Public Government Data: public government reports, budgets, hearings, telephone directories, press conferences, websites, and speeches. Although this source comes from an official source they are publicly accessible and may be used openly and freely.
Publications: Professional and Academic Publications, information acquired from journals, conferences, symposia, academic papers, dissertations, and theses.
Commercial Data: commercial imagery, financial and industrial assessments, and databases.
Grey literature: technical reports, preprints, patents, working papers, business documents, unpublished works, and newsletters.

https://en.wikipedia.org/wiki/Open-source_intelligence
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TIntelligence (OSIN'T)

= (Quiz) What 1s OSINT?
= Open Source INTelligence. What does that mean?
= Information that is gathered from overt, publicly available sources.

= (Quiz) Does the word ‘open’ refer to open-source in this context?

= NO. it just means the information is gpen to everyone to see.

= Six categories: offline media. online. covernment data. academic
g 5 > 2 ,
publications, commercial data, ‘grey literature’.

david.modic@fri.uni-lj.si
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Media: print, newspapers, magazines, radio, and television from across and between countries.
Online: Internet, online publications, blogs, discussion groups, citizen media (i.e. – cell phone videos, and user created content), YouTube, and other social media websites (i.e. – Facebook, Twitter, Instagram, etc.). This source also outpaces a variety of other sources due to its timeliness and ease of access.
Public Government Data: public government reports, budgets, hearings, telephone directories, press conferences, websites, and speeches. Although this source comes from an official source they are publicly accessible and may be used openly and freely.
Publications: Professional and Academic Publications, information acquired from journals, conferences, symposia, academic papers, dissertations, and theses.
Commercial Data: commercial imagery, financial and industrial assessments, and databases.
Grey literature: technical reports, preprints, patents, working papers, business documents, unpublished works, and newsletters.
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Basic security terms — Threat Model
= (Quiz) What 1s a Threat Model?

david.modic@fri.uni-lj.si
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Basic security terms — Threat Model
= (Quiz) What 1s a Threat Model?

= Essentially, an action plan with priorities. What will an attacker do, which
vulnerabilities will they attack first, what are they hoping to achieve.

= When I asked you in Homework 1, to provide the reasoning for your target
choice, I was pushing you to do threat modelling.

= We are all constantly threat modelling: how to avoid a long line at the
cateteria, how to drive along a route where there are less tratfic delays, etc.
We predict a possible threat, assess the severity, take evasive action and
proceed with the plan.

david.modic@fri.uni-lj.si °‘
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Basic security terms — actor names ALICE SENDS A MESSAGE T Bog
SAYING TO MEET HER SOMEWHERE.
= (Quiz) What generalized names do we use in f UH HUH
: BUT EVE SEES 1T, T0O,
threat modelling? AND GOES To THE PLACE.
l WITH YOU S0 FPR.
" BOB 5 DELAYED AND (
] ALICE AND EVE. MEET.

YEAH?

: Ls

TVE DISCOVERED A WAY TO GET COMPUTER
SCUENTISTS To LISTEN To ANY BORING STORY.

david.modic@fri.uni-lj.si a
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Alice and Bob. The original, generic characters. Generally, Alice and Bob want to exchange a message or cryptographic key.
Carol, Carlos or Charlie. A generic third participant.
Chuck. A third participant, usually of malicious intent.[11]
Craig. A password cracker, often encountered in situations with stored passwords.
Dan, Dave or David. A generic fourth participant.
Erin. A generic fifth participant, but rarely used, as "E" is usually reserved for Eve.
Eve. An eavesdropper, who is usually a passive attacker. While she can listen in on messages between Alice and Bob, she cannot modify them. In quantum cryptography, Eve may also represent the environment[clarification needed].
Faythe. A trusted advisor, courier or intermediary. Faythe is used infrequently, and is associated with Faith and Faithfulness. Faythe may be a repository of key service or courier of shared secrets.[citation needed]
Frank. A generic sixth participant.
Grace. A government representative. For example, Grace may try to force Alice or Bob to implement backdoors in their protocols. May also deliberately weaken standards.[citation needed]
Heidi. A mischievous designer for cryptographic standards, but rarely used.[12]
Ivan. An Issuer, mentioned first by Ian Grigg in the context of Ricardian Contracts.[13]
Judy. A judge who may be called upon to resolve a potential dispute between participants.
Mallory[14][15][16] or (less commonly) Mallet[17][18][19][20] A malicious attacker. Associated with Trudy, an intruder. Unlike the passive Eve, Mallory/Mallet is an active attacker (often used in man-in-the-middle attacks), who can modify messages, substitute messages, or replay old messages. The difficulty of securing a system against Mallory/Mallet is much greater than against Eve.
Michael, or Mike. Used as an alternative to the eavesdropper Eve. See Microphone.
Niaj. Used as an alternative to the eavesdropper Eve in several South Asian nations
Olivia. An oracle, who provides external data to smart contracts residing on distributed ledger (commonly referred to as blockchain) systems.
Oscar. An opponent, similar to Mallory, but not necessarily malicious.
Peggy, or Pat. A prover, who interacts with the system to show that the intended transaction has actually taken place. Peggy is often found in zero-knowledge proofs. Similar to Victor or Vanna.
Sybil. An pseudonymous attacker, who usually uses a large number of identities. For example, Sybil may attempt to subvert a reputation system. See Sybil attack.
Trent or Ted. A trusted arbitrator, who acts as a neutral third party.
Trudy. An intruder.
Victor,[14] or Vanna.[21] A verifier, similar to Peggy or Pat.
Walter. A warden, who may guard Alice and Bob.
Wendy. A whistleblower, who is an insider with privileged access capable of divulging information.
…
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Basic security terms — actor names

ALICE SENDS A MESSAGE T0 Bogs
SAYING TO MEET HER SOMEWHERE.
= (Quiz) What generalized names do we use in f UH HH.
: BUT EVE SEES 1T, TOO,
threat modelling? ANEi GOES To THE PLACE.
: : : WITH YOU 50 FAR.
= Alice, Bob, Carol, Craig (generic), B0B 15 DELAYED AND (
ALIE AD BIE FEET,
= Eve (eavesdropper) W?

= Mallory (malicious attacker),
= Trudy (intruder)... ﬁ

TVE DISCOVERED A WAY TO GET COMPUTER
SCUENTISTS To LISTEN To ANY BORING STORY.

david.modic@fri.uni-lj.si a
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Alice and Bob. The original, generic characters. Generally, Alice and Bob want to exchange a message or cryptographic key.
Carol, Carlos or Charlie. A generic third participant.
Chuck. A third participant, usually of malicious intent.[11]
Craig. A password cracker, often encountered in situations with stored passwords.
Dan, Dave or David. A generic fourth participant.
Erin. A generic fifth participant, but rarely used, as "E" is usually reserved for Eve.
Eve. An eavesdropper, who is usually a passive attacker. While she can listen in on messages between Alice and Bob, she cannot modify them. In quantum cryptography, Eve may also represent the environment[clarification needed].
Faythe. A trusted advisor, courier or intermediary. Faythe is used infrequently, and is associated with Faith and Faithfulness. Faythe may be a repository of key service or courier of shared secrets.[citation needed]
Frank. A generic sixth participant.
Grace. A government representative. For example, Grace may try to force Alice or Bob to implement backdoors in their protocols. May also deliberately weaken standards.[citation needed]
Heidi. A mischievous designer for cryptographic standards, but rarely used.[12]
Ivan. An Issuer, mentioned first by Ian Grigg in the context of Ricardian Contracts.[13]
Judy. A judge who may be called upon to resolve a potential dispute between participants.
Mallory[14][15][16] or (less commonly) Mallet[17][18][19][20] A malicious attacker. Associated with Trudy, an intruder. Unlike the passive Eve, Mallory/Mallet is an active attacker (often used in man-in-the-middle attacks), who can modify messages, substitute messages, or replay old messages. The difficulty of securing a system against Mallory/Mallet is much greater than against Eve.
Michael, or Mike. Used as an alternative to the eavesdropper Eve. See Microphone.
Niaj. Used as an alternative to the eavesdropper Eve in several South Asian nations
Olivia. An oracle, who provides external data to smart contracts residing on distributed ledger (commonly referred to as blockchain) systems.
Oscar. An opponent, similar to Mallory, but not necessarily malicious.
Peggy, or Pat. A prover, who interacts with the system to show that the intended transaction has actually taken place. Peggy is often found in zero-knowledge proofs. Similar to Victor or Vanna.
Sybil. An pseudonymous attacker, who usually uses a large number of identities. For example, Sybil may attempt to subvert a reputation system. See Sybil attack.
Trent or Ted. A trusted arbitrator, who acts as a neutral third party.
Trudy. An intruder.
Victor,[14] or Vanna.[21] A verifier, similar to Peggy or Pat.
Walter. A warden, who may guard Alice and Bob.
Wendy. A whistleblower, who is an insider with privileged access capable of divulging information.
…
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Basic security terms — Attack vector
= (Quiz) What 1s an Attack Vector?
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Basic security terms — Attack vector
= (Quiz) What 1s an Attack Vector?

» The means by which an attacker gains access to infrastructure.
= Could be human based — social engineering, phishing, extortion, ...

= or mechanical — malware, viruses, 0-day exploits

= (Quiz) In practice, which 1s more successful mechanical or human?

david.modic@fri.uni-lj.si
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Basic security terms — Attack vector
= (Quiz) What 1s an Attack Vector?

» The means by which an attacker gains access to infrastructure.
= Could be human based — social engineering, phishing, extortion, ...
= or mechanical — malware, viruses, 0-day exploits
= (Quiz) In practice, which 1s more successful mechanical or human?

= That is right, human attack vectors (I'll give you some examples later).

david.modic@fri.uni-lj.si
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What does NATO say about OSIN'T?

“ OSINT was fairly new to us and once the term was understood we
placed a signals intelligence analyst in charge of OSINT. At the tactical
level, it seemed to be effective after the fact. There were three successful
attacks against coalition forces aircraft in a specific area. We couldn't figure
out the "how" and 5Ws [who, what, when, where, why] but our OSINT
analyst found a downed aircraft video on the Internet that helped us
identify the ingress and egress routes used during the attack that led to a
"no fly" area and successful area denial missions in our area of operation. “

Al-Source Operation Iragi Freedom 2008-2009, Intelligence Analyst, Combat
Aviation Brigade

david.modic@fri.uni-lj.si a
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- What does NATO say about OSINT (in a Nutshelp)

= There is, if anything, too much information to process.

= Information is unreliable.

= Operations security (OPSEC) is hard. W hich works for

you, but also against you.
= There s still the question of copyright and IP.

david.modic@fri.uni-lj.si
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Typical tools used in OSINT

= Shodan.io — this 1s 1n the next lecture.
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= nmap and breach databases — this was in the previous lecture.
= Google hacking — what is says on the tin. Next slide — more details.
= Agregator tools like spiderfoot.

PenTest Edition
Using Shodan to Locate

GO Ogle Internet-Connected

e Devices (Webcams, . 1-
H aCkln g Servers, Routers, and ¢!

.
3
VOLUME 2 i

More)

o

david.modic@fri.uni-lj.si
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Using human attack vectors

« Why should we focus on human attack vectors?
= Because we are all shit at the technical aspects of CS and so we deal with
people?
= Because there 1s good evidence that they are effectiver

= Because, traditionally, comparably less money and effort is spent on user
education (compared to license fees and infrastructure)?

= Because human attack vectors are fun and mechanical attacks are boring?

david.modic@fri.uni-lj.si
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To set the scene
« Cambridge University:

= ~ 12.000 employees (approx. 8.000 academics)
~ 21.000 students

Geographical footprint — literally from Pole to Pole ©.

Richer than some Countries.

>250.000 active IP assignments + NAT. No one knows how many devices.

The biggest local private network in Europe.

david.modic@fri.uni-lj.si
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Security arrangements

= Most of the tratfic 1s routed through two
CISCO Firepowerts.

= IDS daily reports.
= As an example a typical month some time ago.

= 9.278 detected intrusion attempts (DDOS —
4.921, WordPress — 1.135, Malware — 837...).

« Targeted domains — www.cam.ac.uk |,

app.admin.cam.ac.uk , maill3.admin.cam.ac.uk

david.modic@fri.uni-lj.si
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— HELW LOHG YOU'VE. HAD YOUR, SMART APPUANCE —

| Threat modelhng EMONHS  1VERR  SYERRS 1D YEARS
BEFCRE | oure consny P
= ~ 200.000 detected attacks monthly. CEMG FESCUED FRot -
PERL B A CELESS L
= ~ 1.700 1ncident reports. Jooupimes
PR TR TRE
= > 99% use human attack vectors. el |
M | T YOUR, APPLIANCE 15
= Malware FRET OF A BOTWET RN
o BY CRISANEED CRIME
= Phishing '
\JORST-LASE

" cm—

= Identity theft and intellectual property of the University.

= Most attacks originate from China, Russia, N. Korea...

= Frequencies sharply increase when facing extraordinary events (e.g. before Brexit
referendum, before GE 2017, etc).

= People are clearly an important attack vector.

david.modic@fri.uni-lj.si
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A short break

= Let’s take 10 minutes and then move on to practical examples. Agreed?

david.modic@fri.uni-lj.si
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OSINT - EXAMPLES

doc. dr. David Modic




1 L

|"~'TT|‘§| i}

[
Tl

|

T
1 il

i)

o

Exercise Mercury

E

Univerza v Ljubljani
Fakulteta za racunalnistvo
in informatiko

» From a CTF hackathon between TalTech, Estonia and Cambridge.
= Report 1s on wueilnica, classified as confidential, [now internal|, do not disseminate.

= One week. Open source intelligence gathering, and passive attacks. Any

detection losses points. No active exploits. Emphasis on social engineering. We

started the event with a lecture on psychology of security.

= We will do the whole lecture later on in the course. But here is a summary.

david.modic@fri.uni-lj.si °‘


Presenter
Presentation Notes
Lovell, Kieren , Modic, D., & Maennel, Olaf Manuel. (2018). Exercise Mercury: An Ethical Hacking Exercise [report] (U. I. Services, Trans.) (pp. 9). Cambridge, UK: University of Cambridge.


-
¥
]

v
1

.||‘L’E}|-".‘T‘§
SR X
RN | . ) o
Univerza v Ljubljani

Fakulteta za racunalnistvo

in informatiko

Summary of psychology ot security

= Exploiting people is cheaper, easier, and requires less prior knowledge.

= There are psychological mechanisms that make 1t likely to ensure compliance.

Article about that 1s on ucilnica.

= It is safe to assume: Individuals will not be tamiliar with the company‘s security
policy (unless they wrote it), very little authenticity checking, differences between
fake and real communication will be negligible, it pays to introduce time

pressure and cognitive load.

= We do not have the time to go into more details here.

david.modic@fri.uni-lj.si °‘
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Framing

« After the talk, teams were formed. Let's call one of them TT
(Team Talinn). Cambridge attacks TalTech, TalTech attacks
Cambridge.

= TalTech destroys Cambridge. Cambridge would
inconvenience TalTech, they would have destroyed our
network completely.

= They found, amongst other things, that about 50% of apache
web servers were unpatched, a number of SQL injects, a way
to felnet into the main router of the University, etc. It is all in
the Exercise Mercury report.

david.modic@fri.uni-lj.si
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A man arrested for DUI on July

| ReaCtiOﬁ Of management 31 told a cop the stop sign turned

red too fast for him to stop.

= Cambridge management is #nhappy (reputation etfects, narcissism takes a beating).

= We point out to them that:
(a) we had 30 people to PEN test us for free for a week, saving at least a million pounds, and

= (b) if we won, nobody would want to play with us again. But now, there are plenty of Institutions

who are looking to show Cambridge how crap we are, compared to them.
= Also, we already fixed everything that was discovered ©.

= Here 1s one example of what TT did.

david.modic@fri.uni-lj.si
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T

Picking the target
= T'T is offered three names. One of them is the Cambridge CISO. Let‘s name

him Lawrence B (fake name, to be clear. And yes, I know you can all use

Google).

« T'T looks at the internal directory of the Uni, but believe they need to sign in to
access it “. But do they?

david.modic@fri.uni-lj.si
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Picking the ktarget

= T'T is offered three names. One of them is the Cambridge CISO. Let‘s name

him Lawrence B (fake name, to be clear. And yes, I know you can all use

Google).

« T'T looks at the internal directory of the Uni, but believe they need to sign in to
access it “. But do they?

- They look at the UIS Deputy director. They find his username: sr745° .
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Picking th
= T'T is offet

him Lawrt

Google).
= TT looks 2

access it 2.

= They look

Home

ADOUT

University Information Services

How we are structured

How we work with you

Our people

>

>

>

Dr Sibel Allinson
Dr Jenny Barna
Dr Clare Bartlet
Kevin Brown

Dr Paul Calleja
Dr Ruth Charles
Andrew Cox
Chris Edwards
Dawn Edwards
Dr Mark Ferrar
Mark Galvin
Monica Gonzales

James Hargrave

(et started Events

Lyber secunty

Steve Riley, O.B.E.

Deputy Director, Service Operations

Immatives

Contact Steve

= Lookup
= yvcard

About Steve

Il Service

‘s name

| use

) sign 1n to

Steve was Interim Director General for Information Technology at the Departmer
2015, where he had responsibility for the day-to-day running of the Department
citizens, as well as modernising services for hosting, networking, end user comp

https:/fwww.lockup.cam.ac.uk/person/crsid/sri45/vcard
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Picking the target
= T'T is offered three names. One of them is the Cambridge CISO. Let‘s name

him Lawrence B (fake name, to be clear. And yes, I know you can all use
Google).

= T'T looks at the internal directory of the Uni, but believe they need to sign in to
access it “. But do they?

- They look at the UIS Deputy director. They find his username: sr745° .

= Therefore [Lawrence Bs username should be: Ib[NNN], and his email:
IbINNN]@cam.ac.uk.

david.modic@fri.uni-lj.si
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- OSINT coﬁtinued. .

= Lawrence is cautious. T'T finds his page, but the CRsID leads to a student.
= However, Steve Riley and Lawrence both work in the same Department (UIS).

= Steve's email addresses are sr745(@cam.ac.uk and steve.riley(@uis.cam.ac.uk

AHA!
= Lawrence Bozic is thus lawrence.bozic(@uis.cam.ac.uk?
= TT sends an email to ssafgfefos@uis.cam.ac.uk. Gets a delivery fail notice.

= Then, they send an email to lawrence.bozic(@uis.cam.ac.uk and the email does
not bounce.

= They call the UIS helpdesk and ask them to check whether the spam filter has
intercepted the mail. Helpdesk confirms, T'T asks to be taken off the spam list
and the email goes through to Lawrence.

david.modic@fri.uni-lj.si
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Motre prep k

= TT visits LB‘s web page. Lawrence writes (emphasis mine):

“His earlier experience includes architecting and building a managed cyber security service for the
consulting firm Deloitte, and designing and then delivering technical security operations and incident

management”

» TT decides that [Lawtrence needs to be invited to a fake conference in Tartu, Estonia®.

david.modic@fri.uni-lj.si a
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#CAMC2018 #EDDEA2018

Genuine
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Motre prep |

= TT visits LB‘s web page. Lawrence writes (emphasis mine):

“His earlier experience includes architecting and building a managed cyber security service for the
consulting firm Deloitte, and designing and then delivering technical security operations and incident

management”

» TT decides that [Lawtrence needs to be invited to a fake conference in Tartu, Estonia®.

david.modic@fri.uni-lj.si a
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- Writing reports

= The email refers to Lawrence‘s interests - digital

Dear

architecture and security (see his vanity page).
On behalf of University of Tartu and Skype, we would like to request the pleasure of your

company to be a perspective keynote at the Education in Cybersecurity: Digital = It StrOkCS hlS CgO (Yb% are so fOO/, fbe be.ff 6‘/90i6‘€ 7"661// y
Engineering and Architecture Conference at Tartu University on 10 April 2018. Since we we ‘//Pé_l)/fm” 6067_j/f/9iﬂg) .

find your experience to be the best fit to the conference agenda, your participation would be

fully funded from our side {accommodation, tickets, daily expenses) in the case if you are - The actual Conference CXiStS but the fake U R I is
b

willing to come. .

Hereby | would like to share more information and details about the conference. SUbtly dlfferent.

You may have a look at the agenda at our website. .

https://eddea.or = Mail is sent at 16:05.

You also may fill in the registration blank for speakers. Please, kindly specify that you were . .

invited by Saber Yari. " Llnk leads to a Cth—through Server and then

C WO S S TN redirects to a skow loading fake conference page.

T = Saber Yari exists.

Saber Yari

Senior Project Manager

Education in Cybersecurity: Digital Engineering and Architecture Conference

david.modic@fri.uni-lj.si
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The email

= Lawrence should have noticed that the email did not arrive from Saber Yari,

right?
= We all know how easy it is to spoof an email address. The example here 1s from

an organizer of a security conference (held at the Royal Society of Engineers in

London)“.

david.modic@fri.uni-lj.si a
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) I 'h e View iCloud Help  ADOBEPDF @

Search Current Mailbox £ | Current Mailbox  ~ 2 Reply 2 Reply All £} Forward

All  Unread By Date v T Tue 05/06/2018 09:44

= o fraudsummit@callcredit.co.uk

fraudsummit@callcredit.co.uk Hello! This is a spoofed email
Hello! This is a spoofed email 09:45
Hi! This is an email that shows how | can fake any address | want. In

MM

This is an email that shows how | can fake any address | want. In this case itis
fraudsummit@callcredit.co.uk

mn

I can provide links like this: https://blog.crg.systems

Chviously, | would obfuscate them if this was a real attempt of injection.

David

do

it in real life? Not many. And the CISO did not either.

david.modic@fri.uni-lj.si
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The email

= Lawrence should have noticed that the email did not arrive from Saber Yari,

right?
= We all know how easy it is to spoof an email address. The example here 1s from

an organizer of a security conference (held at the Royal Society of Engineers in

London)“.

= Of course, Lawrence could have checked the headers. But how many people do
it in real life? Not many. And the CISO did not either.

david.modic@fri.uni-lj.si °‘
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What happens?

= Lawrence loses patience, because the link from his desktop is so slow.
= So he also clicks from his laptop, and his mobile phone.

= The result: 3 of the CISO‘s devices would be compromised.

= 1'I" does not stop there, though.

= They could have installed a C&C client on L‘s devices.

= But they expect our IDS detects outgoing C&C trattic, and blocks it.

= It doesn‘t, but they don‘t know that (academic freedom FITW. Why did we pay [2M

Sor an IDS if we don't use if?).
david.modic@fri.uni-lj.si a
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HEY, I JuST GOT

'f?ﬂ‘é—?]:::f* HOME FROM THE PARTY
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l in informatiko WITH THE
IRC FDLKS?
YEAH.

What happens?

GOT T0O DRONK.
T SCRENED
UP, BAD.

JHar
HAPPENED?

f

= T'T spoofs [Lawrence’s email address...

« ...and sends another email to the UIS helpdesk.

THERE WAS A GIRL.
NO IDEA WHD SHE WAS.
DON'T EVEN KNOW HER NAME.

T WAS TOO DRUNK. TO CARE.
£

“‘\\

AND WHAT, YOU
SLEPT WITH HER?

= ,Lawrence® asks the helpdesk to whitelist his desktop machine and stop

monitoring it, because he is doing science on it.

= Helpdesk obeys (Kieren stands behind them and immediately reinstates monitoring).

NO.

\
T SIGNED HER
P;JBUC KEY.

TSSHIT,
MAN.

= And now TT would have full unmonitored access to the CISO*s machine(s).

david.modic@fri.uni-lj.si
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T

- Fallout from the exercise

= Lawrence £new he was a target. We also told him when (roughly), and who will

be attacking,

= Lawrence is guute upset. He says that this is #nfair and that he does not have

admin access anyway, so he is not an optimal target.

= We gave him two scenarios:

MODEL 01

MODEL 02

david.modic@fri.uni-lj.si
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SCENARIO 1
Fall (

* ,Lawrence® writes to sys admin and requests server room access for himself, or

W (o . ll

Y < The admin enables access. No reason not to.
Y . <] 5 rence” could also have a UNT card made, by the way. In-house.

adp Somebody shows up with a raspberry Pi and a usb stick. Game over.

= e

MODEL 01 MODEL 02

david.modic@fri.uni-lj.si
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SCENARIO 02
* ,Lawrence® writes an email to the university Registrar (In charge of statf
Fallout {1} degrees amongst other things).

° 1 .
« Lawtrence The email says: ,,

be attacki

® ) . . .
P » There is an Excel file attached, containing a rootkit.

el Te - Lhe Registrar is definitively interested in finding out about new threats.

And the email is from a #rusted source.

= We gave

david.modic@fri.uni-lj.si
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Summary / take-home messages

= Technical security is a pre-requisite!
= (remember: > 9000 attempts/day. Most caught by the IDS. No IDS => 9k incidents/day).

But ... mechanical safety is not enough!

= Example given bypasses technical solutions. \\ /&\W

No one is unimportant enough.

= Everyone has access to someone higher up.

Understanding security psychology yields results.

= 'T'T used several points I made in the lecture to a great effect.

Knowing you are a target does not help (or hinder).

= Realistically, we are all targeted constantly, and this does not seem to have an impact on our behaviour.

david.modic@fri.uni-lj.si a
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- Another OSINT example (from recent FRI open days)

= The focus was the region of Celje (that is where the pupils were

from).

= Only OSINT, passive attack(s). Nothing illegal.

= I will suggest further actions, but not do them. By this point in

the course, you know why ©.

. THINK'| LIKE CROSSES?
david.modic@fri.uni-lj.si
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1. Picking the target

= 1 google: |, najbolj uspesna celjska podjetia. [best Celje region companies|

= I find this: htt

s:/ /www.celje.info /gospodarstvo/to-so-najmocnejse-

najbogatejse-in-najbolj-dobickonosne-firme-na-celjskem/

david.modic@fri.uni-lj.si
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I google: ,,najboly
I find this: https

najbogatejse-in-

w

& https//www.celje.info/gospodarstvo/to-so-najmocnejse...

I!HL[EI @ Sir
Celje.info >
ko Walle'

Spletni casopis Celja in okolice

Ta so najmocnejia, najbogatejia in najbolj
dobigkenasna podjetja na Celjskem 2017
[t . [REEEE

plesni foum celje, sreda 6.2.
imeniten komik, brezkompromisen igralec,
dobitnik Boritnikovega prstana za Zivljensko delo,

o -
-"3{2 =31 -4f2
Cet Pet Sob
NI ELN

POST
AKCHLDRUDIE!

AKTUALNO GOSPODARSTVO KULTURA ZABAVA MLADI SPLOSNO KRONIKA SPORT OGLASEVANJE

4% Dpoconki

GALERIJA

To so najmocnejSa, najbogatejSa in najbolj
dobickonosna podjetja na Celjskem 2017
9 21.09. 2018 06:32

ses|

)cnej se-

E KOLEDAR DOGODKOV

Preverite, kaj dogaja Zern krajuin c

POSTANI CLAN &
RK CPL DRUZINE!

Trienje z aviobusom

Tudi v letu 2017 je bilo podjetje z najveé ustvarjenimi celotnimi prihodki* v MOC Celje
Engrotus d.o.o., ki predstavlja tudi najvecjega zaposlovalca v Celju. Najbolj
dobickonosno podjetje je Cinkarna Celje d.d., ki je v primerjavi s preteklim
primerjanim obdobjem &isti dobigek skoraj potrojila. lzmed najvedjih pa najvisje
povpreéne plage izplaguje podjetje Frutarom Etol d.c.o..

Mestni svet bo spo3toval odlocitev

Iz analize smo izvzeli javne subjekte, ki se financirajo iz drZavnega prorauna jih v . ol )
sodidca glede pritozbe Odprtega Celia

primerjalno lestvico nismo vkljucili.
LLA VAL L LI UMY L L L WL L O fFravana e
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il

1. Picking the target

= 1 google: |, najbolj uspesna celjska podjetia. [best Celje region companies|

= | find this: https://www.celje.info/gospodarstvo/to-so-najmocnejse-

najbogatejse-in-najbolj-dobickonosne-firme-na-celjskem/

= First place is Tus (its director Mirko Tus possibly does not live in Celje. 1

don’t know, but I reject him for that reason).

= Second place is Cinkarna Celje [Cele gink foundry]. Il OSINT them.

david.modic@fri.uni-lj.si
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2b. Zbiranje informacij o taréi (OSINT)

« Who runs Cinkarno Celje?

= http://www.cinkarna.si/en/company/general-manager

T
LIRS

E
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GENERAL MANAGER

Company

The fact that Cinkarna Celje has been operating successfully for
nearly 140 years clearly corroborates the company's persistence,

° ° 5 il 5 i
Corporate Governance its El.bl|lty to r.eact promptly to potent|ally.fatal chan.ges_lljl the _
lr: l 1 l e business environment, as well as the aptitude and intuition of its
° management, which has always successfully combined the

History

General Manager

accumulated knowledge and skills of employees with the
Environment Management commercial oppertunities offered by the market.

Through paying particular attention to the principles of

° Locations
\ * / hO run S ‘ lr sustainable development and the preservation of the natural
environment, the company integrates, harmonizes and

Directions

accomplishes the objectives of proprietors, personnel and the
customer in order to attain its goals.

» http://www.C

P

The basic objective, which ensures the fulfilment of long-term
aspirations, is to attain solid and steady growth in the return on
T \ A\ . - .
Omaz B enclI invested equity. The company strives for the development of a Erael TR T e,
long-term relationship with its shareholders whe shall - in univ.dipLinZ.metal. in univ.dipl.ekon.

addition to enjoying a safe and stable investment -

President of the Management Board -

also take an active part in the development of a modern company committed to the environment in
which it operates and provision of excellent working conditions for its highly motivated and satisfied
employees. Such a company takes on a role of a prime mover in the local econemic and social
milieu, as well as in the broader Central European region which today lies at the heart of the EU.

Cinkarna Celje's penetration of markets in Europe, America and the Middle East has been resclute
and unrelenting, reflecting the business strategy of successfully exporting products and ranges that
exhibit particular long-term international perspective. Thus it goes without saying that the
company's performance and operations fully comply with all mandatory European standards and
] reguirements.

Cinkarna Celje's commercial strengths and potentials are corroberated by its excellent commercial
position, which can be attributed to decades-long hard work and penetration of foreign markets,
the harmenisation of company operations with the most rigorous legislation in the sphere of
environmental protection, the ongeing implementation of the most recent innovations in the field
of total quality management, as well as flexible and objective-criented operations.

david.modic@fri.uni-lj.si
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2b. Zbiranje informacij o taréi (OSINT)

« Who runs Cinkarno Celje?
= http://www.cinkarna.si/en/company/general-manager

= Tomaz Bencina.
= Is he on social networks?

= Can’t find him on Linkedin or facebook.
= Reverse image search ot his portrait does not offer any other pages.
= His email?
= Possibly tomaz.bencina(@cinkarna.si (if going by the INFO center page).

= In the end, I don’t care. Because I have his PR person’s email. She surely communicates

with him or his secretary.
david.modic@fri.uni-lj.si a
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2b. Zbiranje inf:
Who runs Cinkar

« http:/ /www.cinka

TO maé B enéina. A KONTAKT ZA ODNOSE Z JAVNOSTMI

Spela Kumer

%] CINKARNA @ i =

DOMOV O PODJETJU INFO CENTER IZDELKI STORITVE DRUZBENA ODGOVORNOST VLAGATEL]I

/a andlizo stanjainrazvaja.

DOMACA STRAN - INFO CENTER - KONTAKT ZA ODNOSE Z JAVNOSTMI

Novice

Is he on social net o

e-mail: spela.kumer@cinkarna.si

Kontakt za odnose z javnostmi

= Can,t ﬁnd him Oﬁ Publikacije

= Reverse image searcl

His email?

= Possibly tomaz.b

>t page).
= In the end, I don JREEatret . - o e surely communicates
with him or his sq

U.'dVJ.U..lllULllL@JJ.J..Lllll—J.J.bl a
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- 2c. Breach database

= I have an email: spela.kumer(@cinkarna.si
= I look into breach database (a/though, I am sceptical).
I get a password, but I won’t use it. Why?

david.modic@fri.uni-lj.si
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2c. Breach database

= I have an email: spela.kumer(@cinkarna.si

=11

A PRI R A 7Y AN IA
|;| PEP2018.tlp - davidi@1 28.232.98.208:22 - Bitvise xterm - rooti@iclanthe: lopt/breach/BreachComipilation

g ED PRI SR I | B Y S \\

[ root@@iolanthe: fopt/breach/BreachCompilation# ./query.sh spela.kumar >> /[home/david/spela.txt
root@iolanthe: fopt/breach/BreachCompilation# more [home/david/spela.txt

n spela.kumar@hotmail . com: [geslo je cenzurirano]
spela.kumar@hotmail . com: [geslo je cenzurirano]

- root@@iolanthe: fopt/breach/BreachCompilation#

david.modic@fri.uni-lj.si
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- 2c. Breach database

= I have an email: spela.kumer(@cinkarna.si

= I look into breach database (a/though, I am sceptical).

= | get a password, but I won’t use it. Why?

= It’s illegal, of course. Active attack.

» I check Tomaz Bencin, but he is not in the breach_db.
= In fact cinkarna.si is not in breach_db.

= But he 1s on haveibeenpwned.com. So, I know for a fact that
tomaz.bencina(@cinkarna.si is viable.

david.modic@fri.uni-lj.si
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- 2d. OSINThon the PR person

T
LIRS

E

Is épela Kumer on linkedin? Yes.

david.modic@fri.uni-lj.si


Presenter
Presentation Notes
Mimogrede, ne vem ce ste opazili, ampak zanalašč sem narobe črkoval priimek. Poskusil sem tudi s pravim priimkom in tudi dobil zadetek!


Univerza v Ljubljani
Fakulteta za racunalnistvo
in informatiko

2d. OSINT on

Get the latest jobs and industry news

Is Spela Kumer ¢

u David, explore relevant opportunities
with Bank of England
:
- §peia Kumer - 3rd 5chf:|o| Center Celje, Cinkarna People Also Viewed
. Celje
Solski center Celje, Cinkarna Celje ity of Ecleication) & Dosnien Mavric=2na
Slovenia Ljubljana Business development manager at AVI -
| E See contact info "= Agencija Vrhunskih Idej
5 Jana Flego - 2nd
] y Counselor at Kindergarten
Approx. 7 years expericences at Radio Slovenija, Infonet (R1), Radio Ekspres (preparing and reading
news). 13 years as journalist (TV Celje, Dnevnik, Celje.info,..) 10 years: event organisation, public relations, Janja Erpi< - 3rd
[} copywriting, event moderation (Studio Kragelj arhitekti, Elektro Celje, Planinska zveza Slovenije, Cinkarn... Project Manager at Novelus Digital.
Agencija Novelus d.o.o.
Rok Avbar - 2nd
Show more ~
Head of Public Relations at CUK Kino
Siska
] % -

Get the LinkedIn app and see more profiles like Spela’s Dennis Malacic - 2nd

anytime, anywhere

| | david.modic@cl.cam.ac.uk ‘ Send me a link SpelaKimcy
Solski center Cel...

Or send me an SMS instead

Journalist at Antenna TV 5L, d.o.o.

Maja Pavlin - 2nd

Screenwriter, director, editor

@ s

Alan hranitali « 204

david.modic@fri.uni-lj.si
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1 il

2d. OSINT on the PR person

= Is épela Kumer on linkedin? Yes.

« It is the same Spela — she works in Cinkarna Celje. I have her photo now.
Facebook?

david.modic@fri.uni-lj.si
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2d. OSIN']

n 'Spela Kumer i ?‘- David Home Create

Is Spela Ku

= [t is the san W.
Timeline About Friends Photos More ~
= Facebook?
ACCDOOK: DO YOU KNOW SPELA?
- To see what she shares with friends, send her a friend request.

= @ Intro @ Spela Kumer shared a post. see

2hrs- 6

=] Worked at Novi tednik in Radio Celje R r

= =] Former jutranja novinarka, (so)voditeljica S F: 3 .E_-_," f% _7 =
jutranjega programa at Radio Ekspres = i \ = - ’

&y Worked at DIR Radia Slovenija : : —

';‘ Former novinarka, bralka radijskih novic at : : ‘-"r e ‘— i "nw 4
Infonet Wwran e Ty
[} &) Former Moderatorka programa at Radio : & i
Faniasy Celje
|
Photos

‘Click for more

A | .

david.modic@fri.uni-lj.si
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2d. OSINT on the PR person

- Is Spela Kumer on linkedin? Yes.

« It is the same Spela — she works in Cinkarna Celje. I have her photo now.

= Facebook?

« Hmm... there is a profile, but it does not state they work in Cinkarna Celje...
= But it 1s the same person. Same photo on linkedin and on facebook.

= What more? She was in London for Christmas holidays. With someone not

tagoed.

david.modic@fri.uni-lj.si
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2d. OSIN »

3 Spela Kumer
' 12 November 2018 - ©

n
p—{
w
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4]
@
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>
—
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Need subtitles? f @@ @

n
p—
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p—t
wn
ﬁ
-
@
wn
S

now.

6 Comments

ny
)
(@)
@
O—l
@)
@)
N
)

(J Comment &> Share

L]
« Hmm... t oy 12 Celje. ..
. . 1 - " '. T D RS
= But it is thqls —
u S = §  Nika KB Uzivajtee 00 .
provey & I Like - Reply - 10w
| | \-x/ hat mor " 3 ﬁ\épeiaKumerreplied-1 Reply . ne not
. L L ’ " . : Katja Poznic London? 3 O
tagoed. - ‘ e
(TS @ Spela Kumer replied - 4 Replies
] . "‘. Aleksandra Kotnik Waaaaaaawww ... i
prnes mi eno kuglo iz drevesa ..
Like - Reply - 10w
m Grannr Valar 0k | andan -1\

[ﬂ) Like () Comment > Share Dplions  Send ger Write 2 comment... ) ©
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2d. OSINT on the PR person

- Is Spela Kumer on linkedin? Yes.

« It is the same Spela — she works in Cinkarna Celje. I have her photo now.

= Facebook?

« Hmm... there is a profile, but it does not state they work in Cinkarna Celje...
= But it 1s the same person. Same photo on linkedin and on facebook.

= What more? She was in London for Christmas holidays. With someone not

tagoed.
« I do a reverse image search, but no luck there.
= But...

david.modic@fri.uni-lj.si
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2e. Target (OSINT)

- Spela does not publish faces of her children, wisely.
= On this photo, the dad 1s linked. Who 1s this person?

david.modic@fri.uni-lj.si
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Spela Kumer
\ 29 September 2018 - &

Najin velik maléek z Anej Kos. @@

([ 2! R

oy Like () Comment &> Share

2e. Target

Spela does

i;l: Wiite a comment 0O o
= On this phd
| ]
| ]
| ]
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2e. Target (OSINT)

- Spela does not publish faces of her children, wisely.
= On this photo, the dad 1s linked. Who 1s this person?

= Obviously, the dad, who 1s not at all worried that someone might see his
children.

david.modic@fri.uni-lj.si
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épela

m
= On tl
= Obvi / LS
childs
»
Timeline About Friends Photos More -

DO YOU KNOW ANEJ?
»

To see what they share with friends, send them a friend request.
m

@ Intro E ?.l""'.t"- Anej Kos shared a video. ses

Yesterday at 07:04 - &
{o} Lives in Braslovce Ahaha

i In a relationship
...
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2e. Target (OSIN'T)

- Spela does not publish faces of her children, wisely.
= On this photo, the dad 1s linked. Who 1s this person?

= Obviously, the dad, who 1s not at all worried that someone might see his
children.

= Even better, we find out he is a biker and plays tennis. Reverse image search or
Geo Tagging might tell me where they go on holidays.

david.modic@fri.uni-lj.si °‘
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2e. Target (OSINT)

Spela does not publish faces of 1
On this photo, the dad is linked.

Obviously, the dad, who is not at
children.

Even better, we find out heis a t
Geo Tagging might tell me wher

_ & 2€ his

o 2C search or
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2e. Target (OSIN'T)

- Spela does not publish faces of her children, wisely.
= On this photo, the dad 1s linked. Who 1s this person?

= Obviously, the dad, who 1s not at all worried that someone might see his
children.

= Even better, we find out he is a biker and plays tennis. Reverse image search or
Geo Tagging might tell me where they go on holidays.

= I see where he works. Has a woodworking shop. Works from home.

david.modic@fri.uni-lj.si a
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Spela does not p
On this photo, tt

Obviously the dz
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Even better, we 1
Geo Tagging mi
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2e. Target (OSIN'T)

- Spela does not publish faces of her children, wisely.
= On this photo, the dad 1s linked. Who 1s this person?

= Obviously, the dad, who 1s not at all worried that someone might see his
children.

= Even better, we find out he is a biker and plays tennis. Reverse image search or
Geo Tagging might tell me where they go on holidays.

= I see where he works. Has a woodworking shop. Works from home.
= Therefore, I have the family home address. And times when they are away.

david.modic@fri.uni-lj.si °‘
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- So, what dok I have now?

« Email from the PR person for CC.

= I have their facebook page, home address, photos of the family, name of the
partner, his hobbies. Enough for now.

= I would be able to almost certainly find also:

= Birthdates of the children, names of children, names of extended family, their
addresses etc.

= From now on, there would be active measures involved.
« I am presenting attack vectors, but I did not do them!

david.modic@fri.uni-lj.si
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" 3a. Active measures 1.

- T would google ,,Osnovne Sole v Celju in okolici [Primary schools in and around Celje].

- First search would be for O.S. Braslovée, a school in their home village. Because

the kids are probably there.

« I would visit the school webpage and look for statf info & publications &
photos ot events. If they do have photos, fine. Not a deal-breaker either way.

= It I find class photos, then I know who the teacher is and which grade the
children are in. I might find out their names too.

= Let’s say I found a class photo. Therefore, I know it is the right school.
= Let’s pretend that the kids are in the first and third grade.

david.modic@fri.uni-lj.si
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' 3b. Active measures 1.

= I call the school (the phone number is on the web page). I ask for the school advisor / psychologist
(their name is also on the web page).

« Isay: ,Hello. I am calling from the police station Celje, my name
1s Lovro Bozicl [l could find the real name too]. There 1s an incident in
Cinkarna Celje that is still in progress. I am afraid I cannot
disclose more. Some of the employees cannot be contacted. The
mother of two of your pupils in first and third grade, Spela
Kumer, who lives at [XX] i1s one of those people. We called her
partner, [IME], but he 1s also unavailable. Can you please check
whether the kids are 1n class, as a matter of some urgency. I
need to confirm thelir names too, please.™

= And I would have their names. It is possible that they would tell me their names of their own
volition, e.g. ,,Oh yes, you mean Johan and Benedeta? They are here,
ves, I saw them earlier.”

david.modic@fri.uni-lj.si a
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4a. Attack \}ector 11.

= An email to épela:

,Hi1i, I am [name of the advisor],

I apologize for writing to you directly, but there was an unfortunate
event at school today. Your daughter, [name] from class [X], was
involved as a bystander.

Do not worry, [name] 1is completely fine. She was not actively involved.
She might not even realize that she witnessed the event. I would ask you

not to mention it, unless she does. I still thought you wanted to be
informed about these events. I do not want to disclose more, but a

fuller report is available here: [URL].

david.modic@fri.uni-lj.si °‘
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4b. Attack Vector I1.

= The link would install a trojan package, like &ovter (link to the description on
moodle). It would collect access codes.

= (optional): As Spela, I write to the sysadmin and complain that my machine is acting up.
What did they change again? Sooner or later I find out what is allowed through
their IDS / firewall and what is not. And whether they have a spam/AV filter.

- T access Spela’s work account. I check who the recipient/approver of press
releases usually 1s: The secretary to the CEQO, or the CEO? I analyze the
writing style — first name basis, how formal, any recurring phrases?

david.modic@fri.uni-lj.si
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5a. Attack Vé(:t()t I11.

« Let’s say Spela talks to the CEO directly. If not, I would do the same thing to
whomever she does communicate with.

- Spela sends an email to the CEO. The writing style and formality is copied from
previous email exchanges.

,Dear Tomaz,

Sorry for bothering you again, but the journalists from
VecCer are bothering me constantly (see our previous
exchanges about that, the latest dated [X]). I wrote
the following press release and I wanted your approval
(pdf attached). Please read 1t and let me know whether
I can release 1t."

david.modic@fri.uni-lj.si
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' 5b. Attack Vector I11.

= Once Tomaz opens the pdf it inserts malware on his machine too.

= I then own Cinkarna Celje.

= I can request a large sum of money to be transferred to an off-shore account (once I
made sure Tomaz is not available).

I can slowly syphon trade secrets and IP from CC and sell it to other foundries.

I can, if hired to do so, sabotage parts of the production.

I can use CC infrastructure to attack other companies (for DDOS,; let’s say).

I can destroy the reputation of CC.

I can redirect the salaries of the employees to accounts in Russia, China, South Korea,
ctcC.

david.modic@fri.uni-lj.si
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A few poinfs

THROUGH 20 YEARS 0f EFFORT, Evcaxrzssm LY TRAINED

EVERYONE TO USE PRSSWORDS THAT Al RD FOR HUMANS
To REMEMBER,

&)TER’JYFDRCO"IPU EL‘:TDGJES

= | found a password in the breach database. It was simplistic. That tells me how

security savvy my direct target is (not very).
= I know that operational security of the PR person 1s weak.

« From (optional) discussions with the sys-admin, I would find out much about

the security make-up ot the company.

= We have discussed this already: Panda security claims that 85% of users use

the same password for their e-commerce log-ins (link on ucilnica).

david.modic@fri.uni-lj.si
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T

A tew more points

= Operational security is hard (as discussed in previous lectures and this one too):

= I made assumptions based on that:
- In spite of Spela not listing her employer on facebooku (shrewd),
= ... she kept the same photo across profiles (operational fail).

Even though she knew not to post identifiable photos of her kids on facebook (shrewd), she st/
tagged someone who did not care about operational security at all (operational fail).

I know when she is away and where, from Facebook (the photo from her trip was posted while
she was away).

While she does not list her address, her partner did.
= And so on...
= I could also try to reset her passwords, send her an email from HMRC Customs and
Excise (she was in the UK recently),

david.modic@fri.uni-lj.si °‘
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A short break

= Let’s take 10 minutes and then move on to another practical example. Agreed?

david.modic@fri.uni-lj.si



1
1’"7‘;'%3

i
HHEH

i

T

IR
ook

Univerza v Ljubljani
Fakulteta za racunalnistvo
in informatiko

Threat mbdel

= Goal 1: I want to gain access to Microsoft Slovenia financial resources, because I want to

syphon funds.

" Goal 2: I want to access Microsoft IP to (a) sell it and (b) find loopholes for further exploits.
= Attack Vectors: Mostly human, although I will do a passive scan or two as a hail mary.

" (Quiz) Why do I not expect to find any mechanical flaws?

= That is right, because (a) mechanical security 1s usually good enough. And (b) it is usually

not worth burning 0-days.

david.modic@fri.uni-lj.si
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Step 1. Intelligence gathering

" Shodan shows that Microsoft Slovenia does not have any servers in Slovenia.

" That is further confirmed by looking with Shodan extension at the Microsoft Slovenia web

=. Microsoft  office Windows Xbox Podpora

page — NOT A SLOVENE IP.

9 c.akamaitechnolog
(i c & Country United States

0% shooan IS r To je vas 365

Odkrijte, kaj vse lahko vsakodnevno opravijate z zbirko Office 365

% Exploits % Maps
NAKUP >
uuuuuuuuuuuuu

1 rgovina Microsoft Qutlook za iOS in OneNote Sway
Jiscite, kar potrebujete za dom Android ganizirajte si zapiske in Zivijenje. Vsp p
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Step 1. Continued - OSINT.

3. Shodan host info shows that the server 1s nicely obfuscated — located somewhere in the ocean...

4. I get some fairly useless info from urlscan. I do now know IPv6 1s enabled and used by default on the MS servers.

B Microsoft - Uradna domagast X | B SearchResults|FortiGuard X ©) www.microsoft.com - urlscan. X zuluzscaler.com/submission/9fafo X | + |
(= ¢ @ uriscan.io B @ % INn @
(&) & https//www.shodan.io, A Submitted URL: http://www.microsoft.com

Effective URL: https://www.microsoft.com/de-de/
Submission: On May 17 via manual (May 17th 2019, 11:09:46 am) from S| m

ASummary SZHTTP 47 irlinks 47 WBehaviour 4eloCs | &Similarf57] EIDOM B Content ERAPI

| Summary Screenshot LFull Image

This website contacted 8 IPs in 3 countries across 5 domains to perform 47 HTTP transactions.
The main IP is 2a02:2610:7b:983::356¢, located in Ascension Island and belongs to AKAMAI-
ASN1, US. The main domain is www.microsoft.com.

The TLS certificate wasissued by Microsoft IT TLS CA 4 on January 16th 2018 with a validity of 2 Surface Book 2
years.

The main domain was scanned 3075 times on urlscan.io SNV ERE A

5 - b rade ¥ 571 structurally similar pages on different |Ps, domains and ASstound
©® Mapbox © OpenStreetMap Improve this map © DigitalGlobe

Live Information

Domain created: May 2nd 1991, 06:00:00 (UTC)

Domain registrar: MarkMoenitor Inc. /@ Detected technologies
Certificates: 25 TLS certs observed from 2013-01-12 to 2019-05-17 4 Show on crt.sh

@ 184.27.30.29 a184-2730-

" % > Current Google Safe Browsing status: + Clean © Requirels
29.deploy.static.akamaitechnologies.com viewrawpat & jQuery
Domain & IP information
Stats
N IP/ASNs IP Detail (Sub)Domains Domain Tree Links Certificates
Country United States 47 13 0 98 88
= IPAddress  AS
Organization Akamai Technologies 20940 (AKAMAI-ASN1)
5P Akamai Technologies 20940 (AKAMALASN) 5 7 8 3 858
20940 (AKAMAI-ASN1)
Last Update 2019-05-15T00:52:53.640060 80 AkamaiGHost 3 2a02:26f0:6c00:19d:37 20940 (AKAMAASNY) 1,972 4
tcp 2202-06f0-6c00-210-ba28 P

Hostnames a184-27-30-29.deg ] naitechnologies.com http HTTP/1.8 48@ Bad Request 14 2a02:2610:6c00::210:ba28 20940 (AKAMAI-ASN1)

Server: AkamaiGHost 1 2202:26f0:6c00:299::2b57 20940 (AKAMAI-ASN1)
ASN AS2914 Mime-Version: 1.8 -

5 40.77.226.250

8075 (MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft

Content-Type: text/html Corporation}

Content-Length: 289

7 Web TEChTIOlOgleS Expires: Wed, 15 May 2019 @8:52:53 GMT o

1 2a01:111:2010:6:ff11 ®E 8075 (MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft

Corporation)

Date: Wed, 15 May 2019 @8:52:53 GMT

& jQuery Connection: close 47 8
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Microsoft Croatia

THIS HAS NOTHING TO DO WITH OUR INVESTIGATION. STILL MIGHT BE OF INTEREST
= Shodan search for Microsoft presence in Slovenia yields no results. However, there is one server in Croatia! I doubt this is actually
owned by Microsoft. Mostly because I do not think MS is a Limited company (LTD), I think it is PLC.
= It has one port opened — 179, which is a gateway forwarding port. So there 1s one server in Zagreb (in a residential area) that serves as an
entry portal into Microsoft network? That seems fishy.

¥ orgMicros: B Microsoft-

« > C @ https//www.shodan.io/searc

% SHODAN Q # Explore Do 5 Reports Pricing Ente

¥ Exploits ¥ Maps % Share Search & Download Results |t Create Report

TOTAL RESULTS 73.225 vewrawom

New Service: Keep track of what you have connected to the internet. Check out Shodan Monitor

147.243.73.225 Zagreb
Microsoft Limited

Added on 2019-05-11 21:13:12 GMT Croatia

=T Croatia, Zagreb Microsoft Limited £= Services
Microsoft Limited

2019-05-11T21:13:12.958665

2013-2019, All Rights Reserved - Shodan®

david.modic@fri.uni-lj.si
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Step 1. Summary

" [ ooking at topology and infrastructure overview yields no usable attack vectors.

" [ would be very surprised if it did. Microsoft is probably constantly scanned and prodded so

going through their main web server is probably insane.

" That is why 1 did this part fairly half-assed. Did not expect to find anything.

BEWARE OF
ATTACK COW,

david.modic@fri.uni-lj.si



Step 2. OSINT 1.

" What does the breach database say about microsoft.com emails?

" There are a bit more than 83000 entries with the domain Microsoft.com in the
Gmall add],:eSS. Eljagababa (root)@IMET (Dave).tlp - root@ - Bitvize xterm - root@,j... O

# more microsoft.com.txt
./data microsoft.com:
(ERgbets | s Hata microsoft.com:

; 3 r This is es|. fdata milcrosoft.com:
verage: 2.52 0.84 8.3 : .
: 1 My,ﬂ:ﬁ:% - .;dﬂtﬂ imicrosoftt.com:

and can do

./data ~microsoft.com:
./data microsoft.com:
USAGE: ./m fdata microsoft.com:

Results ar

NRARRRRARRR N | - Example: _;data nicrosoft.com:
The idea i .
syntax: ./(-/data nicrosoft.com:-

The result| fdata microsoft.com.co

5.76 grep -H -n -r micfl The number .r"’dﬂtﬂ

.20 fbin/bash ./multifl These are

.55 htop |- ./data

.28 - . [ Bfind . -t

e .. I. /data, oft.com

/Documents

2.88 WORKING |.fdata, microsott.com
.84 fAnalysis i

.80 Number of | # wc -1 microsoft.com.txt

.85 i i .
Wirelysis 183904 microsoft.com.txt
.22 Number of

‘Analysis il . #

cs: 74, 78

No good re

HE 0 032000 0
EFNONDWE oD o

x
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STEP 2. OSINT 2

= The CEO of MS.Sl is Barbara Domicelj. Her email address is apparently barbara.domicelj@microsoft.si

= The breach database offers one hit for barbara.domicelj@Microsoft.si.

I F =l
| & microsoft slovenia - Google Sear X @8 Ekipa x N+ 4

C {Y & nhtips//www.microsoft.com/sl-si/about/team.aspx o -

i Apps .

Ekipa

$ sudo ./query.sh barbara.domicelj

Vodstvo

source: Anze Mihelié

Barbara Domicelj
Generalna direktorica Ar
barbara.domicelj@microsoft.com

Barbara Domicelj, generalna direktorica Microsofta Slovenija, je svojo kariero v Microsoftu zacela z uspesnim
vodenjem oddelka za telefonsko prodajo (telesales). Pot jo je nato prek oddelka za srednje velika podjetja vodila
na podrodje prodaje za javho upravo, kjer je kot vodja prodaje soustvarjala strateske Microsoftove projekte v
Sloveniji in zgradila pomembna partnerstva v javnem sektorju. Kot direktorica za podrocje velikih strank in
partnerjev za Slovenijo in Albanijo je bila odgovorna za oblikovanje in vodenje raznolikih ekip, ki so presegale

nacrtovane rezultate. Preden je prevzela vodenje slovenske podruznice Microsofta, je vodila podrocje prodaje za
velika podjetja v celotni Microsoftovi regiji Adriatic.

Domiceljeva je po izobrazbi univerzitetna diplomirana ekonomistka, svoje znanje pa je dopolnjevala se na
poslovnih $olah INSEAD - The Business School for the World in Wharton School (University of Pennsylvania). Kot
odli¢na poznavalka za upravljanje in precbrazbo poslovne kulture deluje v Zdruzenju Manager in Ameriski
gospodarski zbornici v Sloveniji (AmCham Slovenija).

Ceni iskrenost, odgovornost in timsko delo ter verjame, da nam lahko s pravim pristopom tehnologija vrne cas,

source: Fatime Gashi  haq naredi varnejse in bolj zdrave ter navdihne nago ustvarjalnost.

david.modic@fri.uni-lj.si
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5P 2. OSINT 2

Now. | have no idea if this password still works or not.
Neither me, nor my students tried it.

This is quite probably not her work account password. If it is, | despair. Eight characters, first
uppercase, last number... Brute-force time is about 20s I think.

According to (Panda Security) research 67% of people use one password for everything
and ~85% use the same password for all e-commerce sites.

So this is useful in two ways — (a) | know a bit about how Barbara constructs passwords
and (b) there is a chance that | can log-in with this password into something valuable.

david.modic@fri.uni-lj.si 0
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NT konferenca
Stran + 2,6 tis. osebam je to v8ec : Portoroz + Zanimanje

23. maj 2018 - & - TomaZ Valjavec (Microsoft d.0.0) na NTK
Osrednjem dogodku predstavlja poslovno uporabnost
blockchaina in njegove priloZznosti za Slovenijo. Obeta se
nam pestro dogajanje, maotivacije med slovenskimi
poslovneZi in inZenirji ne manjka....

STEP 2. OSINT 3. o

" Microsoft is not terribly forthcoming about their employee structure. However, it
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seems that Microsott Slovenia is organising a conference and the regional leader
for solutions 1n the cloud is oving a keynote.....

" The breach database offers two hits for tomaz.valjavec (password is redacted only
on the slide).

" Same caveats apply as with Barbara Domicel;.

= However, one password is five characters long and the other 1s a dictionary word.

This 1s an OPSEC fail.

$ sudo ./query.sh tomaz.valjavec

omaz.val javec®email.si:-
omaz.valjavec@microsoft. com:x ' source: Anze Miheli¢

david.modic@fri.uni-lj.si
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| : $ sudo ./ .sh oliver.zofi
STE P 2 . O S I NT 4 . oliver.zofic@gmail.com S Oll\je::i}lc

= Oliver Zofic€ 1s apparently an education solutions specialist at Microsoft Slovenia.

" He has a facebook page, though). We find he is from Brezice, but currently lives in
Ljubljana.

" The breach database offers one hit for a gmail account. lﬁ‘

Oliver Zofic

Casovnica Veéo Prijatelji Fotografije

£ Oliver Zofi¢ deljeno Objava Microsoft.si 1 veto
I‘ | Proﬁl . Education Soiutions Specianst pri Microsoft Ce si Zeli§ ogledati, kaj deli s prijatelji, mu poslji pro&njo za prijateljstvo
. W Pregled mm  Education Solutions Specikah'stj Microsoit in
13. Jan. 2017 ® 0 2 |Scem0 nove SOdelavce :). Zaposlitev in izobrazba j;‘:\zl:";‘ EEEEE Manager, Frizers ki salon

Kraji, kjer je Zivel

Osnovni podatki in podatki za stik Studij: Ekonomska poslovna fakulteta
Maribor
DruZina in razmerja
Podrobnosti o osebi Oliver
Fivljenjski dogodki % Ziviv kraju_Liub\iana‘ Slovenia
E 1z kraja Brezice

roéen/-a z osebo Janja Zofi¢

david.modic@fri.uni-lj.si
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STEP 2. OSINT 4.

= Oliver Zofi¢ 1s married to Janja Zofic
(August 91 2015). They have two
children, one born 8.5.2016, the
other in 2018.

* Janja Zotic’s maiden name is Traven.

" Janja has a hairdressing salon in
Ljubljana, registered in her maiden
name.

david.modic@fri.uni-lj.si

Oliver Zofit
@ Sledi- 09. avgust 2015 * &

Evo naju &

@300

oy Vet mije

PrikaZi pretekle komentarje

‘é:,« s estitke:)
=¥

VEe& mije- 31

i commmssm——My congrats!
VEeE mije- 31
Veefmije- 31

" Cestitke &3

VEet mije-31

druZino
VEeE mije- 31

Janja Zofié

2 5t prijateljev: 629
& Dodaj prijatelja @ Poilji sporotilo

Nedeljski sprehad na Smarno goro z Jana Traven

o
=

janja traven E .!;

Vse Slike Zemljevidi Videoposnetki MNovice Vet Nastavitve

PribliZno 55.500 rez. (0,34 sek.)

Salon Janchy tudi na najdi.si. - Frizerski salon Janchy | Facebook

https://sl-si.facebook.com/SalonJanchy/posts/salon-janchy-tudi.../333460160048971/ ~
Informacije o podjetju Frizerske in kozmetiéne storitve, Janja Traven s.p., LJUBLJANA. na zemljevidu
najdi.si. Preverite podrobnosti na kartici podjetja, podajte ...

73 komentarjev 2 4

A Deli z drugi

s g, iskrene Eestitke obema!

fi ss=ssssss—Draga mladoporoenca,
sre€no na zakonski poti. Marija Raéit z

8
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[<] jagababa  (root@INET (Dave).tip - root® - Bitvise xterm - root@jagababa: fopt.. — [

Last login: 8 2019 from
:~# cd /opt/breach/BreachCompilation/

Univerza v Ljubﬂjﬂnl‘ ootéiognt : # ./multi.query.sh janchy.si janja.tr]
Fakulteta za racunalnistvo umbe
in informatiko

STEP 2. OSINT 4.
= Salon Janchy yields Janja’s work/contact details.

= Shodan gives potentially exploitable info (see attack vectors

@ 199.34.228.100

(root)@INET (Davel.tlp - root@® - Bitvise xterm - root@jagababa: /opt...

11 running
N . 5

cd /opt/breach/BreachCompilati

find . -type f | parallel -k -

~/Documents/janchy

/3
./data/1l/a/t match

Lasje LiZenje Paketi Ugodn

Country United States

Organization Weebly

Dobrodosli 2 pors
Dobrodoéli v nadem Salonu Janchy, kje e Hlcer Bake
poskrbimo, da boste vedno urejeni.

Naro€anje in vprasanja: G Sl
V Salonu Janchy se na prvem mestu pa el % sHooan
strokovnost in poznavanje vseh najnovej i

Telefon
preparatov.

Email *
Kontakt — : |l

Strizenje "N k. pe 2 e oy merwe v R
Frizerski salon Janchy V e
Janja Zofit s Fenanje D 199.34.228.100 s 6.weebly.con 22 Ports
Sk PodaliSevanje
Litijska cesta 148 Trepalnice
G » o (i United States 7
1000 Ljubljana R G Weeby H .
GSM: 041 746 989 5P Weebly i= Services
L meit i) ke A 201905-1870707:15.789025
lostnames pages-cu: 162 .com
Odpiralni éas: = ———
ASN AS27647

Pon-Pet - 8:00 - 19:00
Sobota - 8:00-12:00 |
Salon se nahaja v sklopu i

centra Inergija in lokala Oskar.

source: Anze Mihelié

david.modic@fri.uni-lj.si
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ATTACK VECTOR 1. mechanical attack

" This is completely pointless at this stage.

" Microsoft Slovenia does not seem to have it’s own infrastructure that is publicly accessible.
The servers seem to be in the US.

" [ am more than certain that Microsoft protects itself religiously. They are a frequent target
and the reputational fallout from a successtful breach would be catastrophic.

" One could try to log-in into various services with usernames and passwords from the breach
database.

* Remember, we have details for one Barbara Domicelj’s account.

david.modic@fri.uni-lj.si @

" Also, operational security 1s hard.
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ATTACK VECTOR 2a. Gain physical access

= Every once in a while, Microsoft Slovenia is hiring,
1. Gather OSINT on the hiring committee. Find their hobbies and their attitudes.

2. Create a CV which shows that you share the same hobbies, think all non-technical people are morons (or not,
depending on OSINT), show that you were educated at the same places as the hiring team, mention examples
of good practice from the companies the hiring committee worked for before. LIE. A lot. The objective is not

to get hired, only interviewed.
3. Getinvited for an interview. GAIN ACCESS to the building. Do one of the following (depending on
opportunities):
® Get a visitors card, skim it, create your own for later use.
Scan networks from the inside, while you wait, check for wireless vulnerabilities.
Leave lots of rubber duckies around.

In the interview, provide a usb stick with “samples of code” or “supporting documentation” to the team.

© © O ©

Make note of physical vulnerabilities (monitors towards outside windows, opportunities to eavesdrop

through parabolic antennas, tailgating policies).

david.modic@fri.uni-lj.si

Oliver Zofi¢ deljeno Objava Microsoft.si
" Profil - Education Solutions Specialist pri Microsoft

13. jan. 2017 - & - 15¢emo nove sodelavce :).

@ I5éem / nudim zaposlitev b
3 -Q

MICROSOFT Slovenija - 11 odprtih delovnih mest.
DELI s PRIJATELJI, mogoée nekomu POMAGAS do NOVE ZAPOSLITVE --

° S

E ”'d-\;\ i About This Website

CAREERS MICROSOFT.COM
Microsoft Careers: Search jobs

D2 6 Comments 73 shares
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ATTACK VECTORS 2b-e. Gain physical access

= What a visitors badge probably looks like: https://foursquare.com/v/microsoft-
slovenija/4b5de9c8f964a5204f7329e320penPhotold=52b431ab498e65000783d533

0 Spoof an email from someone requesting access for you.

" Do physical surveillance, find out when deliveries are and by which company
(DHL, FEDEX, GLS ...). Show up in a uniform, deliver a package containing

malware to someone who works there. Repeat until getting a ping-back.

" Spoof an email from someone to their secretary, phish the secretary.

david.modic@fri.uni-lj.si @
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ATTACK VECTOR 3. Exploit family - groundwork il "s

1. OSINT on Oliver Zofic tells us that his wife has a hairdressing salon in Ljubljana.
2. Shodan tells us that her website is located on Weebly in United States.

3. You can sign up for an appointment over a web form.
4

. The personal data of EU citizens (names, email addresses, phone number...) is being stored on U.S.
servers.

5. Weebly fudges about this — their page says a lot about how they are going to insure compliance but not
yet. They advise you put a notice on the web page about collecting data.

6. There 1s no notice on janchy.st.

7. This 1s a GDPR breach, making the owners personally responsible and the business liable at 4% of

their annual budget.
david.modic@fri.uni-lj.si @
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ATTACK VECTOR 2f. Gain proxy physical access

1. Gain physical access to salon Janchy. Find an opportunity to insert a

rubber ducky / malware package / keylogger into the system.

1. One way to go about it would be to simply get a hair cutting
appointment.

2. Get to the salon and say that you have a number of photos of what
you wanted to look like on this here USB key.

2. Another solution would be to send phishing links in the comments
section of the "making an appointment” web form.

3. The overall goal would be to gain access to Janja’s Mailbox.

david.modic@fri.uni-lj.si
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ATT. VECT. 3. Exploit family — exploit 1 (petty cash)

1. Janja (we have her mail and business address) receives an email tfrom the “tuformation commissioners office”.

2. In it, Andrej TomSiC (actual ICO deputy), tells her the ICO is about to start an investigation into the
GDPR breach and outlines the reasons.

3. Janja 1s told that she should mmediately provide a privacy notice on her page and pay a fine, before she gets
into real trouble.

4. 'The fine 1s let’s say, 500 EUR. It is not worth contesting this as any lawyer would charge more.
a. The email contains a link to a “forn/” one needs to fill out. Drive by mabhvare. PWNED.

b. The email contains instructions on how to install a specific extension that “checks a webpage for GDPR
compliance”. 1t is actually an RDP trojan / keylogger. PWNED.

c. The email contains zustructions on how to pay the fine (the bank account 1s an online banking service, the
money instantly transferred to Russia or China). PWNED.

david.modic@fri.uni-lj.si 0
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ATT. VECT. 3. Exploit family — exploit 1 (petty cash)

» This is truly viable, yes. However:

* Impersonating an official (2.) carries a jail sentence of up to 1 year per offence (KZ-1,

§305).

" 4a and 4b are both unauthorized intrusions into a computer system, which carries a jail
sentence of 1-5 years (KZ-1, §221 or §237). Also, possession of hacking tools which
carries a jail sentence of up to 1year (KZ-1 §300).

" 4c. Is gaining financial gain through misuse of computers - up to 5 years (KZ-1, §237)

and money laundering - 5-8 years (KZ-1, §252).

david.modic@fri.uni-lj.si @
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ATT. VEC. 3. Exploit family — exploit 2 (blackmail)

1.Janja (we have her mail and business address) receives an email from an unknown
source.

2.1n 1t, Janja is told how much she 1s on the hook for (jail time, large fines, etc. A/ true,
by the way) 1f the ICO i1s notified.

3.Now, she has a choice. Hither do nothing and get ruined, OR send a phishing email to
her husband, Oliver. If she tells anyone or Oliver doesn’t open the email, the ICO
gets notified about the breach.

4. The email contains a payload, something like: emotet!, formerly banking malware that
analyses the targets inbox, learns their writing style and phishes on.

Thttps://www.malwarebytes.com/emotet/

https://www.fortinet.com/blog/threat-research/analysis-of-a-fresh-variant-of-the-emotet-
malware.html david.modic@fri.uni-lj.si o\
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- ATT. VEC. 3. Exploit family — exploit 2 (blackmail)

= Blackmail / extortion (3) carries a jail sentence of up to 5 years a pop (KZ-1
§213).

" (4) 1s an unauthorized intrusion into a computer system, which carries a jail
sentence of 1-5 years (KZ-1, §221 or §237).

" Possession of hacking tools carries a jail sentence of up to 1 year (KZ-1 §300).

" (3) Is gaining financial gain through misuse of computers - up to 5 years (KZ-
1, §237) and money laundering - 5-8 years (KZ-1, §252).
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ATTACK VECTOR 4. the Next step

1.In steps 1 — 3 we get access to someone’s inbox. Either Janja’s or Oliver’s.
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2. We look at the emails, writing style, upcoming events, ongoing conversations. ..

3. The interim goal is Oliver. The final destination is Barbara Domicel;.

4. Depending on the information from step 2, we construct a phishing email that is mostly true

(actual dates, correct names, documents that should actually require Barbara’s approval...),
but contains malware.

5.If Oliver never, ever, writes to Barbara, we look through Oliver’s mailbox and find someone
who connects Oliver and Barbara. We exploit them.

6. There are always ways to circumvent mechanical protection! Kieren and I observed our
trainees circumvent them agazn and again and again, using social engineering,
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- ATTACK VECTOR 5. Viable attacks

Viable attack 1. Transfer funds

" Check Barbara’s computer. Look whom she corresponds with. Does she
talk to Microsoft management? How does she approve purchases. Who
dose she talk to? When is she away? What are her hobbies?

1. Wait for Barbara to be away (Either cf. emails or phone them up).

2. Send an email in her name to the accounting otfice. Require a large

'77 :

involce be paid “today!” into an online bank account. Then transferred

to Russia / China etc. (I’'ve witnessed this IRI. at Cambridge!)
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Future talks

« In the future talks, we will explore which psychological mechanisms play a role
in security interactions and why.

= You will also learn how to write proper OSINT reports.
= I still need a volunteer for the Shodan lecture!
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| HomeworthI.

= Send it to me by Monday November 16% 12:00. Best if you submit through Ucilnica.,
= Gather as much OSINT information as you can on SavaRe postinsurance group.
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= Absolutely no active measures, not even nmap. They do know they are being
probed. Send me a report, provide screenshots and url’s. At no point, break the law.

= No HUMINT! No breaches of physical security. If you insist, you can do physical
observation but do not enter MS premises. If you find passwords, let me know, I'll contact
SavaRe.

= If the CTO of Sava calls me and lets me know you have been detected, I will fail
you. If malicious, I will kick you off the course and let the CTO know who to
prosecute. Do not mess this up.

= If in doubt, consult me first. You have a fortnight.
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Next time...

« In a week, Metasploit and Shodan.
= See you then.
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